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Abstract

Article Info

Background and Objective: Today, with the extensive advancement of
information technology, its role in the health sector is more important than
ever. However, these applications pose new challenges to the protection
of privacy, and as a result, governments are seeking to adopt various
measures, including the adoption of criminal laws, to address this
challenge.

Methods: This article compares the criminal requirements for electronic
health records in leading countries and Iran, based on a review of
electronic information laws and their implementation in international
forums and Iran’s Electronic Commerce Law. By presenting a strategic
model regarding the criminal laws and obligations for electronic health
records, suggestions are made to improve the security and confidentiality
of electronic health records.

Findings: E-health cases, and specifically the issue of confidentiality,
have been examined in the member states of the European Union, the
United States, and Iran from a criminal law perspective. Due to the lack
of a comprehensive law specifically dedicated to e-health and the judicial
procedures in this area in Iran, relevant laws such as the Islamic Penal
Code, e-commerce, computer crimes, and laws protecting the
comprehensive health information system are addressed.

Conclusion: There are different approaches to the issue of protecting
personal health data in different countries. The member states of the
European Union emphasize more on individual rights and freedoms. The
United States of America is seeking to enact stricter punishments to
combat such crimes. Iran, with the aim of utilizing the models of advanced
countries and using religious principles and cultural foundations, is
striving to maximize the protection of privacy and personal health
information within the framework of a ten-year program. Given the
vastness and rapid growth of the e-health field, it is necessary to adopt an
approach to specialized legislation in this area.
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